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Transnational organized crime and financial crimes continue to pose serious issues
to international security and legality. The activities reportedly associated with the
North Korean entity, Room 39, namely sanctions busting, cyber crime, smuggling,
and money laundering serve as examples of how criminals can work across borders
and earn huge amounts of illegal money. Along with other crimes, such as black
markets and organ trading, they illustrate how difficult it 1s to fight organized crime.
In the UNODC, delegates will discuss approaches on how to enhance international
cooperation, financial control, law enforcement and disruption of criminal networks.

1. LETTER FROM THE
CHAIRBOARD

Dear Delegates,

Welcome to the United Nations Office on Drugs and Crime (UNODC) committee at
JASMUN. It 1s our pleasure to welcome you to a committee that pushes you to look
beyond typical diplomatic boundaries and examine one of the most opaque and
clandestine networks connected to the Democratic People's Republic of Korea:
Room 39. Throughout this committee, you will explore how a web of illicit finance
operations, sanctions evasion, smuggling, cybercrime, shell companies, maritime
trade, and international organized crime operates across boundaries.

Yet your role is not merely to identify or condemn the operations commonly
associated with Room 39; rather, you will be asked to address how the international
community can respond effectively while balancing national sovereignty, economic
interests, humanitarian concerns, and the diverse interests of member states

represented 1n this committee.

Each delegation has a unique relationship with the DPRK and a different role in the
global community. North Korean actions directly impact some delegations, while
others are significant financial, diplomatic, maritime, or regional actors. We hope
you will leverage these differences to enable meaningful discourse and develop
diverse solutions to this topic, instead of approaching it from a monolithic
perspective. As you prepare for the committee, we strongly urge you to conduct
research into your country's foreign policy, relations with the DPRK, past sanctions
enforcement activities, financial regulations, and foreign aid policies.




We have provided country case studies and country guides within this guide to
provide you with an initial foundation for your research, not an all-encompassing
supplement.

Fundamentally, we believe the most effective diplomacy relies not on having the
largest voice in committee, or always staunchly defending one's country's national
interest, but on our ability to negotiate, compromise, form alliances, and come to
solutions that are both ambitious and readily achievable. We hope this committee
will inspire you to think critically, research thoughtfully, and engage in new and
meaningful discussions on what can be achieved in the international arena. Best of
luck with your preparation, and we look forward to seeing you in committee.

From The Chairboard
Mathilde Jara, Filip Izydorczyk, Stanistaw Haller

The United Nations Office on Drugs and Crime 1s the main global body concerned
with tackling the spread of organized crime, illicit drug trafficking, corruption and
international terrorism. It was established in 1997 when the United Nations Drug
Control Programme and the Centre for International Crime Prevention were merged
together, and it works with member states to strengthen their domestic criminal

justice systems, bring about standardisation in law enforcement procedures and

undermine transnational criminal operations. Instead of acting as a direct law
enforcement agency with the power to carry out policing operations, the
organisation depends on legal authorities which come from binding international
treaties, particularly the United Nations Convention against Transnational Organized
Crime and the United Nations Convention against Corruption. By means of these
treaties 1t promotes mutual legal assistance, builds up the technical capabilities of
member states, establishes alternative frameworks and enables the sharing of
intelligence between countries, making sure that legal loopholes are systematically
eliminated so as to prevent non-state actors and rogue operations from taking
advantage of differences in jurisdiction.

Room 39, which is officially known as Office 39 of the Central Committee of the
Workers' Party of Korea, poses a special threat to international security since it
functions as a state-approved criminal operation. It was set up in the late 1970s on
the orders of Kim Il-sung and was intended for the purpose of producing hard
foreign exchange so as to keep the regime's slush funds, provide financial support
for military aspirations, and enable the political elite in Pyongyang to remain

supported. 4




Different from conventional criminal syndicates that work against state authority,
Room 39 makes use of the entire institutional structure of the Democratic People's
Republic of Korea; it employs diplomatic cover, state-owned enterprises, the
country's commercial shipping fleets, and its sovereign financial institutions to carry
out extensive criminal activities in various global markets, thus using state
sovereignty as a weapon to avoid normal international law enforcement measures

The range of illegal activities carried out by Room 39 1s aimed at maximizing the
amount of money it receives while at the same time avoiding the sanctions imposed
by the United Nations Security Council. In the past the office has been in charge of
the large-scale production and distribution of high-purity methamphetamine and
heroin, these drugs having usually been made in state laboratories and then exported
via diplomatic pouches or by means of secret sea routes. Moreover, Room 39 1s well
known for producing 'Supernotes', which are counterfeit United States one-hundred-
dollar bills made using special ink and paper so as to closely resemble real money.
In addition to illicit products, the network regularly takes part in wildlife trafficking,
the spread of weapons, the smuggling of gold, and the systematic exploitation of
overseas forced labour; in this practice North Korean citizens are sent overseas
where they are under intense surveillance and employed in construction, in forestry
or in manufacturing, the majority of their wages being sent directly to the state
treasury.

In recent years Room 39 has made adjustments to meet the demands of the digital
age by incorporating advanced cybercrime units into its financial plans. Acting on
instructions from the office, state-sponsored threat actors carry out high-value
banking attacks, take advantage of weaknesses in decentralised financial systems,
and carry out heists involving cryptocurrency exchanges worth millions of dollars.
The money earned from these digital operations is then passed through complicated
money-laundering channels, such as non-compliant foreign exchange platforms,
offshore front companies and coin mixers, which makes it very difficult to trace and

recover the assets. The shift to cyber-enabled financial crime enables the network to

transfer huge amounts of money instantly between different countries while entirely
avoiding traditional banking clearing houses and regulatory controls.

For those delegates dealing with this agenda, the main task is to resolve the basic
conflict between sovereign immunity and effective enforcement of international law.
Since Room 39 makes heavy use of diplomatic immunities, vessels flying the flags
of convenience, and obscure shell companies registered in financial centres that do

not comply with regulations, conventional anti-crime measures often end up at legal
dead ends.




In order to deal with this problem, the delegates must establish strong mechanisms
to improve international transparency regarding beneficial ownership, eliminate the
regulatory gaps appearing in new financial technologies, and reinforce the
implementation of the Palermo Convention. The international community can
effectively sever the main economic sources that support this state-sponsored
enterprise by disrupting the financial networks, shipping routes, and digital
infrastructure which sustain Room 39.

Transnational environmental crime—this covering illegal logging, the trafficking of
wild plants and animals, illegal mining, and the unlawful getting rid of hazardous
waste—has now become one of the quickest-growing and most profitable areas of
global organized crime. These organisations earn hundreds of billions of dollars
every year and function at the point where environmental destruction, political
corruption, and systemic financial crime meet. Unlike traditional organised crime,
environmental crime results in irreversible damage to the environment, undermines
fragile ecosystems, speeds up the loss of biodiversity, and takes away from
developing countries both vital natural resources and tax income. Environmental
illicit markets are increasingly the focus of transnational syndicates since there is a
perception of a low risk and a high return, taking advantage of weak regulatory
enforcement, lenient judicial penalties, and inconsistent international legal
definitions.

The operational structure of environmental crime is based on highly sophisticated
global supply chains that are very similar to legitimate international trade. For
instance, in the case of illegal logging and the trafficking of timber, criminal
organisations use fake permits, forged land-use documents, and corporate shell
companies so as to get illegally felled timber into global consumer markets. In the
case of illegal gold and mineral extraction, violent non-state armed groups and
criminal cartels are involved, taking advantage of unregulated artisanal mining
areas, forcing the displacement of indigenous people, and using toxic materials such
as mercury, which then contaminates the local water systems. The raw materials are
passed through intermediaries and mixed with those obtained by legal mining before

being sent to international refineries and supply chains. Wildlife trafficking is just as

complicated: endangered species are hunted, collected by regional trafficking
centres, and smuggled across borders by means of commercial shipping containers
or air freight, often with the help of bribes paid to customs officials and border
ispectors.




Money laundering provides the essential financial foundation for these illegal
operations, and criminal organisations regularly make use of trade-based money
laundering, misinvoicing, accounts held in offshore banks, and unregulated money
transfer systems in order to hide the origins of their funds. Moreover, the profits
obtained from environmental exploitation are often reinvested in other kinds of
criminal activity, such as human trafficking, the smuggling of arms, and the
distribution of narcotics, thus extending the reach of international crime. Yet, even
though these operations are on a large scale, law enforcement actions have
historically been hampered by a shortage of financial investigations; in many places
environmental offences are not regarded as predicate crimes for money laundering,
which in turn stops authorities from being able to track down and seize the assets of
the top-level organisers.

The UNODC believes that in order to develop an effective global strategy it is
necessary to go beyond simple conservation measures and adopt a strict criminal
Justice approach. States members should coordinate their national legal systems by
treating serious environmental offences as "serious crimes" within the framework of
Article 2(b) of the Palermo Convention, thus bringing into play a minimum sentence
of four years which in turn enables the use of strong international mechanisms for
extradition, mutual legal assistance and joint law enforcement actions. Delegations
are to 1mprove transparency regarding beneficial ownership in the resource-
extraction sector, reinforce their abilities to intercept vessels and goods at sea and at
borders, and set up parallel financial investigations in all cases of environmental
crime. The international community can destroy the economic motives behind
environmental destruction by focusing on the financial networks and at the supply
chain bottlenecks which allow illicit natural resources to get to consumer markets.

Topic 1:
Combatting Organised Crime and lllicit
Operations Related to North Korea's Room 39.

Topic 2:
Responding to International Black Market
Networks Connected to Organ Trafficking.




2. CASE STUDIES
Angola

Topic 1:

Angola and North Korea established diplomatic relations during the cold war as part
of Pyongyang's initiative to expand its political and economic reach in the mid
1970s. Together these two countries developed a specific relationship, anchored on
trade and commercial exchange instead of the usual military and ideological link
that characterises the hermit kingdom’s other regional connections. This special
economic relationship opened the door to the illicit activity which is so closely
associated with Room 39.

The main goal of the DPRK’s African expansion was not actually the reinforcement
of the Socialist and Juche global sphere of influence. Instead, the isolated and
sanctioned regime needed to facilitate the import of dollars and other foreign
currency into the coffers of its government, and found the perfect way to do so.
These currencies, stored in external funds and shell companies are crucial to North
Korea’s finances and assets, as they allow her to run otherwise sanctioned operations
abroad and at home, culminating in illegal purchases of arms, technology,
informants and scientists, as well as unhindered stabilisation of her nuclear progress
and internal black market networks. To milk Africa of her foreign currencies, the
DPRK founded the Mansudae Art Studio in the early 80s, an entity supposedly
dedicated to supplying Africa with lucratively priced monuments and buildings.
While the project seemed completely superficial, supplying novelty population
pacifiers conveniently available for failing African governments and leaders, its
covert success was staggering. As of 2016, estimates put total Mansudae income at
upwards of 260 million dollars, meaning that the DPRK had managed to
circumnavigate UN sanctions to great success.

In Angola, the Mansudae studio built over 56 projects, including the famous Dir.
Antonio Agostinho Neto Memorial (pictured below), earning a staggering sum of
almost 55 million dollars for its parent regime.

However, these covert initiatives by the DPRK garnered response from the
international community whose sanctions Room 39 tried to evade. From 2006 on,
greater and greater limits had been imposed on employed North Koreans by UN
Member States, including Angola, which in 2017 in compliance with UN resolution
2397 began repatriating all DPRK nationals back to their country.











































































































































