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1. INTRODUCTION TO THE
TOPIC

https://toloka.ai/blog/difference-between-ai-ml-llm-and-generative-ai/
https://www.tableau.com/data-insights/ai/history
https://eur-lex.europa.eu/eli/reg/2024/1689/0j/eng
https://artificialintelligenceact.eu/high-level-summary/
https://www.securityhero.io/about/
https://www.sciencedirect.com/science/article/pi1/S2949882125000295

2. Al DEFINITION & EVOLUTION

To understand the threat Artificial Intelligence (Al) may pose to women and girls
when unregulated, one must understand the different types of Al models accessible
to the public and their respective dangers, as well as be aware of what precisely it is.
Al 1is broadly defined as a field of computer science concerned with the development
of systems capable of performing tasks conventionally requiring human intelligence,
such as natural language processing, planning and decision making. The most
prevalent types, due to their relative accessibility and ease of use, are Large
Language Models (LLMs), which comprehend and generate human-like language as
a result of being trained on large amounts of text. Most LLMs are limited to
generating text, though some newer multimodal models can also produce images or
audio. Generative Al models are capable of generating text, visual or audio content
that didn’t previously exist based on the user’s command. Generative Al can also
manipulate existing media according to user’s wishes, changing the original image
or video with variable quality.

Visual content that has been tampered with is commonly referred to as a deepfake,
yet there is no universally agreed legal definition of a deepfake. However, European
Union Al Act provides a definition, according to which ““deep fake’ means Al-
generated or manipulated 1mage, audio or video content that resembles existing
persons, objects, places, entities or events and would falsely appear to a person to be
authentic or truthful”. Once a deepfake is produced, it can be replicated endlessly,
and 1s nearly impossible to remove, similarly to all other types of digital footprint.




Although AI dates back to the mid-twentieth century and becomes increasingly
available to society with each passing decade, the true “explosion” 1s dated back to
2022 when ChatGPT, primarily strictly LL.M, was launched to the mass audience.
The ease of use and speed of the results drew in massive numbers of users,
generating huge volumes of data that could be used to further train the models
through Machine Learning, which are a set of techniques by which systems improve
at a task by learning patterns from data rather than being explicitly programmed with
rules for it. This surge in activity paved the way for Al to develop into what we
know today.
o Al gender bias

According to the official UN statistics, over a billion of people use Al for everyday
tasks, even if they do so unconsciously. Private companies and governmental
structures utilize it as a means of increasing efficiency. An issue that numerous
studies have underscored is the bias in Al’s decision making and task execution
rooted 1n sexist sentiments from training data the model was trained on, reflecting
the historical systemic, unfair difference in the treatment of women and men,
favouring the latter. Moreover, racist biases have been documented as well. An
alarming statistic of only 24 from 138 assessed countries by UN Women, referenced
gender in their national Al strategies depicts the policy gap that is purposely left
1gnored.

'Furthermore, only 30% of the Al workforce identifies as female, the percentage
decreasing exponentially to decision-making power, which raises concerns whether

Al reflects diverse perspective. There are speculations associating the

aforementioned ratio of gender in Al-related jobs as one of the root causes of Al's
prejudice.

o weaponization of deepfakes against women
https://www.unwomen .org/en/articles/explainer/when-justice-fails-why-women-

cant-g et-protection-from-ai-deepfake-abuse

Security Hero, a startup conducting research of safe online practices, released a
study called “2023 State of Deepfakes” finding that 98% of deepfakes were
pornographic visual content, and 99% of these Al-generated images, videos and
pictures depicted women. One in three deepfake tools allow for sexual content
creation, and most worrying information is that up to the year 2023 when said
research was released,




74% of surveyed deepfake pornography users felt no remorse over consuming or
generating it.

Less than a half of UN Member States have laws addressing online abuse, and even
fewer specifically address deepfakes as a variety of it. Therefore, perpetrators can
easily find loopholes in the policies if they’re ever prosecuted, creating difficulties
for victims. Platforms allowing users to create deepfakes are frequently unwilling to
share data with law enforcement or cooperate with the victim seeking justice.
Distance from the survivor and the abuser contributes to the difficulty of seeking
retribution due to cross-border cases being profoundly more complicated.

Another issue to consider is underreporting. Victims are obliged to show the
humiliating content to platform moderators or police officers, who must watch at
least a portion of it to decide whether it in fact is abuse. Women's credibility is
questioned more often than not in justice systems. Their previous relationships, life
decisions and actions are dissected in court for anyone to hear, causing severe
emotional distress. As a result, a common response is simply reporting a post and
removing oneself from the platform, allowing the harasser to repeat their offense in
the future. Research suggests that 7 out of 10 of the most popular pornography sites
host deepfake porn with little to no verification.

3. CURRENT EFFORTS

to combat the issue of insufficient
regulation of Al systems

Due to Al systems being an objectively new development spreading rapidly, no
comprehensive global legal framework yet exists, although some efforts have been
noticed. Thus far, most of the policies follow the findings of Al ethics’ boards, which
are accountable for researching how to develop and utilize Al in a way that is fair,
accountable, transparent, and respects human values. The practice 1s also known as
Al compliance. One of the most pressing concerns are the harmful outcomes of
exploitation or uninformed use, therefore the guidelines must focus on ensuring
transparency, data privacy and safety for the users, as well as eliminating bias and
unfairness when used by companies to manage the multitude. Many
governmentscriminalised Non-Consensual Intimate Images (NCII) involving real
images,




but none of them extended these laws to cover Al-generated deepfakes up until
2024. However, there have been significant efforts exponentially increasing in
quantity since.

Approaches to creating such legal frameworks regulating AI companies and the
technology’s development, deployment and use vary largely within the UN Member
States. For instance, the USA believes in minimal regulation so as not to restrict
development although state-level legislation 1s instated, whilst China pushes for
inovation whilst maintaining strict surveillance of authorities. The Member States
which are also a member of the European Union universally apply policies proposed
by the European Commission. One of such laws was the EU Al Act, proposed by the
European Commission in 2021, the world's first comprehensive uniform legal
framework governing Al systems, which began phased enforcement in 2024. Under
it, Al 1s categorized according to the risk it may pose to individuals or governments,
followed by a tier-specific set of regulations. The majority of obligations fall on the
developers and deployers (who enable Al use in professional capacity), penalizing
only the aforementioned authorities. The act was created with corporations in mind,
so that obligations sit with providers, whilst individual citizens using Al for personal
reasons are mostly not to be prosecuted.

An accentuation that must be made is that all these three approaches favor the
authority of the developers over their own products rather than strict national
oversight, which proves that legislation does not mean to halt progress, but simply
ensures shelter to individuals.

4.CASE STUDIES
Algeria

https://cms.law/en/int/expert-guides/cms-expert-guide-to-data-protection-and-cyber-
se curity-laws/algeria2
https://www.ipu.org/impact/democracy-and-strong-parliaments/artificial-
intelligence/p arliamentary-actions-ai-policy#

The Algerian Penal Code punishes defamation, insult, and invasion of privacy, but




none of them yet name deepfakes as a crime. Law 18-07 protects personal data of
individuals against conservation, modification or extraction, allowing prosecution of
perpetrators who commit crimes utilizing technology to harass people online under
the National Authority for the Protection of Personal Data.

In 2024, Algeria introduced an amendment to the Cybercrime Law, strengthening
policies against digital crimes. It relates to offenses committed using information
and communication technologies. Therefore, Algeria already permits victims of
online abuse to seek justice through law enforcement, enabling a simplified process
of potentially including deepfakes in an amendment to the law, rather than having
the parliament create it ab initio. Furthermore, parliament is expected to consider a
bill which has not been fully drafted at the moment. It would establish ethical and
security standards across stages of Al R&D, devising an era where the Algerian
government has tools to fight cybercrime committed using generative Al.

Although Algeria is one of the few countries where the distribution of imagery
without the participant’s consent is punishable by law, the issues common for the
female population worldwide, such as underreporting due to shame, are prevalent.
The Al-generated media thus far has not been legally defined, therefore it 1s an area
where perpetrators may easily escape justice.

In June 2025, the Algerian National People’s Assembly discussed the
aforementioned modern offense. An emphasis was put on the need to strengthen
penalties for abuse in line with the abilities of technology to be exploited. One of the
key findings of the debate was the necessity of establishing a regulatory framework
that would align with international standards, whilst simultaneously protecting its
own citizens.

Argentina

https://www.1pu.org/news/news-in-brief/2026-06/ipu-urges-parliaments-act-ai-
drivensexual-deepfakes
https://www.ipu.org/impact/democracy-and-strong-parliaments/artificial-
intelligence/p arliamentary-actions-ai-policy#

Argentina has struggled with Al-generated media wreaking havoc in mass




media. It has become a tool for spreading misinformation, as was the case during the
2023

Presidential elections, targeting individuals even amongst teenagers and enabling
cybercrime with few legally defined punishable offences, Argentina does not
penalize the generation of deepfakes as they are not legally defined by criminal
statutes. However, the digital, privacy and mental health laws provide sufficient
ground for lawyers to advocate for the victims who chose to report online abuse.

Despite the hypothetical existing legal path towards justice for deepfakes victims,
Argentina’s National Congress has made noticeable efforts to regulate artificial
intelligence technologies similarly to other attempts internationally.

It has been done so by proposing the obligation of providers to regulate consumers
(bill no.7045), the establishment of Federal Observatories on Al (bill n0.3900) or a
committee monitoring the comprehensive use of Al (bill no.2405), alongside bills
preventing the misuse, Al governance, legal framework creation (bill no.2130) and
even ones penalizing criminal activities involving Al systems such as spreading
misinformation with emphasis on deepfakes. Resolutions following the introductions
of these bills are being discussed within the parliament.

Argentina has also created a federal agency aimed at ensuring security by enhanced
surveillance, called the Unit for Artificial Intelligence Applied to Security (UIAAS),
which deploys Al technologies as a security measure.

Australia

https://dcj.nsw.gov.au/legal-and-justice/laws-and-legislation/image-based-abuse.html
https://www.ipu.org/impact/democracy-and-strong-parliaments/artificial-
intelligence/p arliamentary-actions-ai-policy#
https://www.whitecase.com/insight-our-thinking/ai-watch-global-regulatory-tracker-
au stralia

Professor Nicola Henry, a scholar at RMIT University in Melbourne fully supports
the complete ban on Al-generated pornographic material. In 2023, he ran a survey
which showed that Australia’s rate of deepfake victims is higher by 1.5% than the

















































